Annex G –Vital Records

ANNEX G
VITAL RECORDS

Vital Records Background Information

The following checklist can be used when determining which vital records are critical to ensure continuation of mission-essential functions.

· Storage of duplicate records off-site.

· Back-up off-site of electronic records and databases.
· Pre-position vital records and databases at the alternate facility prior to deployment.
· The COOP Plan should describe a maintenance program to assure the records are accurate, current, and frequently updated.

· Identifying vital records, systems, and data (hard copy and electronic) critical to performing functions.

· Ensuring availability of emergency operating records.

· Ensuring back-up for legal and financial records.

Additional Recommendations

· Ensure backup copies of vital records and databases, both paper and electronic, are maintained, updated, and stored in a secure off-site location.  Ensure that the Management Plan, which prescribes the maintenance program to ensure that records are accurate and current, is frequently updated.  The Management Plan also identifies vital records, systems, and data (hard copy and electronic) critical to performing mission-essential functions.  The Plan provides for ensuring availability of emergency operating records and ensuring back-up for legal and financial records.  The Record Management Plan is highlighted below:
· Maintain current copies of vital records essential to the continued functioning or reconstitution of an organization during and after an emergency in a secure off-site location.  Included are:

· Emergency plans and directives

· Orders of succession 

· Delegations of authority 

· Staff Roster 

· Staffing assignments

· Related records of a policy or procedural nature that provide Combined Communications Center staff with guidance and information resources necessary for conducting operations during any emergency, and for resuming formal operations at its conclusion.

· Maintain current copies of vital records critical to carrying out an organization’s essential legal and financial functions and activities, and protecting the legal and financial rights of individuals directly affected by its activities in a secure off-site location.  Included are records having such value that their loss would significantly impair the conduct of essential Combined Communications Center functions, to the detriment of the legal or financial rights or entitlements of the organization or of the affected individuals.  Examples of this category of vital records are:

· Accounts receivable 

· Contracting and acquisition files

· Official personnel files

· Social security

· Payroll

· Retirement

· Insurance records

· Property management and inventory records 

The following page provides a table that identifies vital records identified as critical to Combined Communications Center operations during COOP emergencies.

	Identify vital records, systems, and data

(Please describe if necessary)
	Plans for protection, duplication, and movement of records 
	Location and accessibility of Vital Records 


	Accuracy and currency of records

(Date)
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Legend

Vital records, systems, and data – Information, records, databases, procedures, and other information necessary to support mission-essential functions and sustain operations.

Protection, duplication, and movement – Identify policies in place to restrict how the information is guarded, procedures for duplication, how the information is backed-up and stored, and how the material is distributed.  

Location – Where are the vital records/systems/data currently located? Where are the back-up records/systems/data located?  Are records in electronic or hard copy format?  Can records be accessed from an alternate site if the primary site is inaccessible?

Accuracy and currency of records – Are records up to date?  On what date was the records/systems/data last reviewed/updated?
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