Annex J – Security and Access Controls

ANNEX J
SECURITY AND ACCESS CONTROLS
Security and Access Controls Information

· OPERATIONAL SECURITY

The following provisions for ensuring the operational security of the Communications Center COOP program have been incorporated into the COOP Plan:

Measures are in place to ensure that COOP plans are not distributed outside the Communications Center, ensuring that those who have access to the COOP plans are identified; utilizing the public disclosure exemption under [INSERT APPROPRIATE PUBLIC RECORDS EXEMPTION REFERENCE]. 

· ACCESS CONTROLS

The following access control measures are in place to restrict access to the primary and alternate facilities to employees and critical customers:

· Primary Facility(ies) – Please identify primary facility access controls in place: 

· Electronic card key access

· Alternate Facility(ies) – Please identify alternate facility access controls in place: 

· Electronic card key access

· PHYSICAL SECURITY
The following physical security measures are in place at the primary and alternate facilities:

· Primary Facility(ies) – Please identify primary facility physical security measures in place: 
· All exterior access doors and frames are metal except lobby

· All windows can be covered with metal shutters
· Above ground facility with poured concrete walls reinforced with steel every 18” from foundation to roof
· Alternate Facility(ies) – Please identify alternate facility physical security measures in place: 

· All interior door locks changed in early [YEAR]
· Steel entry way doors with steel frames

· Located in basement of county administration building

· No windows

· COMMUNICATIONS AND INFORMATION SYSTEMS/CYBER SECURITY

The following measures are in place to send and receive secure communications from the primary and alternate facilities:

· Primary Facility(ies) – Please identify primary facility communications security measures in place:  

· To Be Provided
· Alternate Facility(ies) – Please identify alternate facility communications security measures in place:  

· To Be Provided
The following information systems/cyber security measures are in place at the primary and alternate facilities:

· Primary Facility(ies) – Please identify primary facility CYBER security measures in place:  

· To Be Provided
· Alternate Facility(ies) – Please identify alternate facility CYBER security measures in place:  

· To Be Provided
· AUGMENTATION OF SECURITY LEVELS BASED ON THREAT

In order to be prepared to augment security levels based on changing or escalating threats during terrorist attacks or threats of attacks, the Combined Communications Center will follow the procedures identified below that follow the Department of Homeland Security’s Homeland Security Advisory System (HSAS).  HSAS is an index including five Threat Condition Levels that indicate the threat of a terrorist attack on U.S. interests according to intelligence gathered from federal, state, and local sources.  HSAS shall be binding on the executive branch and suggested, although voluntary, to other levels of government and the private sector.  There are five Threat Conditions Levels, each identified by a description and corresponding color.  The table below describes the Threat Conditions. 

	Red

Severe Condition
	Severe risk of terrorist attacks.

In addition to the previously outlined Protective Measures, the following may be applied:

1. INSERT TASK LIST


	Orange

High Condition
	High risk of terrorist attacks.

In addition to the previously outlined Protective Measures, the following may be applied: 

1. INSERT TASK LIST
2.  

	Yellow

Elevated Condition
	Significant risk of terrorist attacks. 

In addition to the previously outlined Protective Measures, the following may be applied: 

1. INSERT TASK LIST
2. 

	Blue

Guarded Condition
	General risk of terrorist attack. 
In addition to the previously outlined Protective Measures, the following may be applied: 

1. INSERT TASK LIST
2.  


	Green

Low Condition
	Low risk of terrorist attacks.

The following Protective Measures may be applied: 

1. INSERT TASKS
2.  
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